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Introduction Id 5 I a

m In this tutorial we present Formal Reasoning for Explainable Al
(XAl), specifically in the context of Neural Networks (NN).
m This method offers major advantages over “classical’ approaches, in
particular:
= guarantees on the behavior of NNs which can be expressed in
mathematical terms
= a powerful algorithmic approach to create versatile explanations with
diverse properties.
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Introduction Id 5 I a

m In this tutorial we present Formal Reasoning for Explainable Al
(XAl), specifically in the context of Neural Networks (NN).
m This method offers major advantages over “classical’ approaches, in
particular:
= guarantees on the behavior of NNs which can be expressed in
mathematical terms
= a powerful algorithmic approach to create versatile explanations with
diverse properties.
m We will cover the following topics:

Basics of Formal Reasoning
Elements of Classical XAl
Formal Explanations of Neural Network Classi cation
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Team I d

m We will cover some of our own work (Space Explanations).

m Collaboration between IDSIA and the Formal Verification and
Security Lab of USI (Universita della Svizzera italiana).

m The Team:

Natasha Sharygina® Toma¥ Kolarik! Grigory Fedyukovich'3

Faezeh Labbaf! Fabrizio Leopardi' Michael Wand?
RN
1 University of Lugano (USI), Switzerland 3 . R
2 SUPSI, IDSIA, Switzerland Florida State University, USA

This study was partially funded by Hasler Foundation, Switzerland, as part of the project “Formal Reasoning on Neural Networks"
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Basics of Formal Reasoning



Basics Id 5 I a

m Formal Reasoning: draw conclusions using precise symbolic rules.
m Rules are encoded in a Formal System.
m Goal: enable automated reasoning

m This is the basis of important fields like program verification,
theorem proving, automated planning, etc.

FEAR NOT, HUMAN. EXAMPLE:
I SHALL CONCLUDE HHPEEQ

EVENTUALLY.

Image courtesy ChatGPT
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Propositional Logic Ilj

m Propositional Logic: the most basic formal system.
m Building blocks: Variables (true or false) and Connectives.
m Basic connectives:
= Conjunction P ~Q
Disjunction P _ Q
Negation: =P
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Propositional Logic Id 5 | a

m Propositional Logic: the most basic formal system.
m Building blocks: Variables (true or false) and Connectives.
m Basic connectives and their semantic interpretations:

= Conjunction P ™ Q true if both P and Q are true
Disjunction P __ Q true if at least one of P and Q are true
Negation: :-P true if P is false, and vice versa
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Propositional Logic Ilj

Propositional Logic: the most basic formal system.
Building blocks: Variables (true or false) and Connectives.
Basic connectives and their semantic interpretations:

= Conjunction P ™ Q true if both P and Q are true
Disjunction P __ Q true if at least one of P and Q are true
Negation: =P true if P is false, and vice versa

m Propositional formulas can be manipulated using the rules of
Boolean Algebra.

m Example:
PAMQ_R) - (P"Q)_(P~R):
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Propositional Logic Id 5 | a

m Propositional Logic: the most basic formal system.
m Building blocks: Variables (true or false) and Connectives.
m Basic connectives and their semantic interpretations:

= Conjunction P ™ Q true if both P and Q are true
Disjunction P __ Q true if at least one of P and Q are true
Negation: =P true if P is false, and vice versa

m Propositional formulas can be manipulated using the rules of
Boolean Algebra.
m Example:
PAMQ_R) - (PMQ)_(PAR):
m By giving a specific interpretation to the variables, propositional
formulas acquire meaning.
m Example: R =it is raining, O = | am outside, D = | am dry. Now,

RN"O =) :D:
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Propositional Logic Id 5 | a

A formula is interpreted by assigning truth values to the variables.

Example: if P = true; Q = false, then
(P_Q)":Q is true
(Q_:P)~(P"Q) s false.

m A formula is satisfiable is it is true for some assignment of truth
values to the variables.

m Example: the formula
P_Q)™M(:Q_R)™N(P _:R)

is satisfiable by setting P = true and Q = false.
The formula

(A_B)™(zA™zB)
is unsatisfiable (no assignment of the variables makes it true).
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Satisfiability ":I S5

m The Boolean Satisfiability Problem (SAT) is the task to determine
whether a given formula is satisfiable (in this case we are interested
in a specific example of variable assignments) or not.

m One of the famous classical problems in Computer Science, it is
known to be NP-complete.
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Satisfiability ":I S5

m The Boolean Satisfiability Problem (SAT) is the task to determine
whether a given formula is satisfiable (in this case we are interested
in a specific example of variable assignments) or not.

m One of the famous classical problems in Computer Science, it is
known to be NP-complete.

m This means that we have no chance of finding an algorithm which
solves this problem efficiently in the general case, as soon as there
are more than a few variables.

m In other words, in the general case, no algorithm is better than
trying out all (exponentially many) combinations of variable
assignments until the formula evaluates as true, or all possibilities
are exhausted and no satisfying assignment has been found.
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Satisfiability ":I S5

m The Boolean Satisfiability Problem (SAT) is the task to determine
whether a given formula is satisfiable (in this case we are interested
in a specific example of variable assignments) or not.

m One of the famous classical problems in Computer Science, it is
known to be NP-complete.

m This means that we have no chance of finding an algorithm which
solves this problem efficiently in the general case, as soon as there
are more than a few variables.

m In other words, in the general case, no algorithm is better than
trying out all (exponentially many) combinations of variable
assignments until the formula evaluates as true, or all possibilities
are exhausted and no satisfying assignment has been found.

m end of this talk?777?

Formal Reasoning for Explainable Neural Network Classification



SAT Solvers ||:| S5

m Despite the exponential worst-case complexity of SAT, many
algorithms have been presented (and implemented) to solve typical
cases efficiently!
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SAT Solvers ||:| S5

m Despite the exponential worst-case complexity of SAT, many
algorithms have been presented (and implemented) to solve typical
cases efficiently!

m Starting point: a formula in Conjunctive Normal Form (CNF).

- Each formula is an AND of clauses.
- Each clause is an OR of literals.
- Example:

(P_Q_:=S)N(Q_R)N(=T) is in CNF
(A_B)YN(zA_(=B~™C)) is not in CNF.
- Any formula can be converted to an equisatis able CNF formula in
polynomial time. ..

...and as we are going to see, in some cases we already start with a
formula in CNF.
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SAT Solvers ||:| S5

m Despite the exponential worst-case complexity of SAT, many
algorithms have been presented (and implemented) to solve typical
cases efficiently!

m Starting point: a formula in Conjunctive Normal Form (CNF).

- Each formula is an AND of clauses.
- Each clause is an OR of literals.
- Example:

(P_Q_:=S)N(Q_R)N(=T) is in CNF
(A_B)YN(zA_(=B~™C)) is not in CNF.
- Any formula can be converted to an equisatis able CNF formula in
polynomial time. ..

...and as we are going to see, in some cases we already start with a
formula in CNF.

m Modern SAT solvers can deal with formulas with millions of variables
and tens of millions of clauses.
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SAT Solvers: DPLL

m Classical algorithm: DPLL (Davis{Putnam{Logemann{Loveland,
1961).
m Basic idea: Recursion and backtracking
1. Choose a variable and assign a value (true or false)
2. Simplify formula (in particular, remove all clauses which now
evaluate as true)
3. Recurse: go to step 1 and choose another variable
4. If an assignment which evaluates the formula as true is found, return
it, otherwise go to step 1 with the same variable, but the opposing
truth value
5. if no assignment is found even with the opposing truth value, the
formula is unsatis able.

m Clauses with only one element (unit clauses) immediately yield a
single possible assignment for the concerned variable.

m Since variables are recursively eliminated, unit clauses can appear
frequently, which greatly reduces the search complexity.
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SAT Solvers: CDCL

m Modern avor of SAT solvers: CDCL (Con ict Driven Clause
Learning, 1996 - now)
m Key innovations:

: Conict detection: when a conict is detected (e.g. a clause becomes
entirely false), the solver analyzes why it happened and adds a new
clause preventing this mistake.

: For example, if the solver learns: A = true; B = true implies a
conict, then it derives the clause :A _:B.

. Backjumping: The history of decisions is kept as a graph; when a
con ict is detected, the source of the con ict is detected, and the
algorithm restarts where the con ict occurred.

m The algorithm works well in practice because typical problems do not
have a random structure: they exhibit repeated patterns and
symmetries which are exploited by the learning part of the algorithm.
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Satis ability Modulo Theories (SMT)

m The classical SAT problem deals with boolean variables, which may
be true or false.

m One can endow these boolean variables with meaning by replacing
them with complex statements.

m The statements are formally expressed in a theory.

m We are especially interested in the theory of linear real arithmetic
(LRA), which allows to express statements like

X1 +2X, 3:4x 3 10
8:5X 5 + X4 = 23:
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Satis ability Modulo Theories (SMT)

m Comparison of a standard boolean statement and an SMT
statement with linear real arithmetic:

SAT SMT
P_Q_RM [(xy +3x2 6:7x4 10) (X 1 4x 3 23)]
Q_:s)n [(B:4x 17X 4= 15)_(x 2 <x3)"
(P_R_S) [(2x 2 +3x3 4X 4>9:3)]

m Clearly, this is an even harder problem than basic SAT.

m Yet, in the case of LRA an exact solution can often be found in
reasonable time (or it can be shown that the problem is
unsatis able).

= Note that these algorithms are sound: they will yield a result which
is provably mathematically correct, not an approximation.
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SMT Solving

m Assume a statement in conjunctive normal form.
m The general ow of SMT solvers comprises two components:

: The SAT Engine handles the boolean skeleton of the formula.
: The Theory Solver takes a set of clauses and attempts to satisfy
them simultaneously.
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SMT Solving

m Assume a statement in conjunctive normal form.

m The general ow of SMT solvers comprises two components:
: The SAT Engine handles the boolean skeleton of the formula.

. Each clause is represented by a boolean variable.

. The SAT Engine suggests a truth assignment of these clauses.

: The set of clauses which must be simultaneously true is passed to the
Theory Solver.

: The Theory Solver takes a set of clauses and attempts to satisfy
them simultaneously.

: In the case of linear arithmetic, usually a variant of the simplex

algorithm is used.
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SMT Solving

m Assume a statement in conjunctive normal form.

m The general ow of SMT solvers comprises two components:
: The SAT Engine handles the boolean skeleton of the formula.
. Each clause is represented by a boolean variable.
. The SAT Engine suggests a truth assignment of these clauses.
: The set of clauses which must be simultaneously true is passed to the
Theory Solver.
: The Theory Solver takes a set of clauses and attempts to satisfy
them simultaneously.
: In the case of linear arithmetic, usually a variant of the simplex
algorithm is used.
m In practical implementations, there is a continuous feedback loop

between these two components.

m For example, if the theory solver nds a contradiction (e.g.
X2 < 2" X 5 >5), a suitable clause to avoid this con ict can be
added to the original formula, in the spirit of CDCL.
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The Simplex Algorithm

m The Theory Solver usually uses a
variant of the Simplex Algorithm (Dual
Simplex, Feasability Simplex).

m In contrast to the classical form, here
the goal is not to optimize a variable,
but to check whether a feasible
solution exists at all.

m The technique is similar: equations are
held in a tableau, when a contradiction
is found the algorithm tries to pivot
variables, etc.

m Very important component: incrementality (when constraints are
added or removed by the SAT engine, the intermediate status of the
Simplex engine is kept).

m To avoid rounding errors, SMT(LRA) uses exact rational arithmetic
(i.e. values are saved as fractions), not oating point numbers.

Image: Wikipedia, Simplex Algorithm
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Elements of Explainable Al

m The eld of Explainable Al (XAl) has become very extensive and
diverse in the past years, so | will not attempt to give a complete
taxonomy.

m We will instead consider a few well-known methods, to get an idea
about typical strengths, weaknesses, and open questions ...
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Elements of Explainable Al

m The eld of Explainable Al (XAl) has become very extensive and
diverse in the past years, so | will not attempt to give a complete
taxonomy.

m We will instead consider a few well-known methods, to get an idea
about typical strengths, weaknesses, and open questions ...

m ... which formal reasoning can tackle.
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Elements of Explainable Al

m The eld of Explainable Al (XAl) has become very extensive and
diverse in the past years, so | will not attempt to give a complete
taxonomy.

m We will instead consider a few well-known methods, to get an idea
about typical strengths, weaknesses, and open questions ...
m ... which formal reasoning can tackle.
m Some basic de nitions:
. We are interested in post-hoc explanations of trained neural networks
(i.e. we do not change the NN architecture to facilitate explanation).
. We only cover classifying neural networks.
: Local methods explain why a speci ¢ sample is classi ed in a certain
way, Global methods explain the overall logic of the model across the
entire feature space.

m We are mostly interested in local methods.
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The \Classical" Methods (1)

m Saliency methodscompute the gradient
of the output w.r.t. each input feature (for
example, each pixel).

. This amounts to a linear approximation
of the NN around the given input sample.

m Layer-Wise Relevance Propagation (LKP)
is a principled way to distribute
\relevance" across the layers of a network.

. In the most simple case, relevance is  image: simonyan et al.
based on the weights of the NN, again
yielding a linear approximation.

1Simonyan et al, Deep Inside Convolutional Networks: Visualising Image
Classi cation Models and Saliency Maps. Workshop Proceedings of the ICLR, 2014
2Bach et al, On Pixel-Wise Explanations for Non-Linear Classi er Decisions by
Layer-Wise Relevance Propagation. PLOS One, 2015
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The \Classical" Methods (2)

m LIME 3 computes an \interpretable" model
locally around a sample point.

. For example, a linear model.

m SHAP (ley values)* are computed by
stochastically measuring a feature's
average contribution to the model
prediction.

. Theoretical idea: train the model with
each feature present or absent, compare
results.

. In practice, there are di erent ways to
estimate what a model would predict if
features were missing.

. Still, exponential complexity.

Image: Ribeiro et al.

3Ribeiro et al: \Why Should | Trust You?": Explaining the Predictions of Any
Classi er. Proc. SIGKDD 2016

4Lundberg et al: A Uni ed Approach to Interpreting Model Predictions. Proc.
NIPS 2017
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Criticism of Classical Methods

m Discussion: What are possible drawbacks of the \classical"
methods presented so far?
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Criticism of Classical Methods

m Discussion: What are possible drawbacks of the \classical"
methods presented so far?
. Frequently based on linearization around a sample
: Only valid in an in nitesimally small neighborhood of the sample
. A reasonable approximation, but no actual guarantees
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Criticism of Classical Methods

m Discussion: What are possible drawbacks of the \classical"
methods presented so far?
. Frequently based on linearization around a sample
: Only valid in an in nitesimally small neighborhood of the sample
. A reasonable approximation, but no actual guarantees

m Which steps can be taken to make more
theoretically/mathematically founded statements about the
computational process of NNs?
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Attention-based XAl

m Attention-based XAl arises naturally
from NN Attention methods.

m The idea is to take the attention
weights as an indicator which
information is processed during
inference.

m Visually striking results have been
derived using this technique.

m Still, the method has also been Images: Bahdanau et al, Xu et al.
criticizecP.

5Jain et al, Attention is not Explanation. Proc. NAACL 2019
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Mechanistic XAl

m Mechanistic XAl aims to reverse engineer the computational process
of a given neural network.

m Attempts to answer the question: What computation inside the NN
produced the prediction?

m Methods: tracing information ow, analysis of neural
representations, ...

m Possibly the currently fastest-growing eld of Explainable Al.

m Open issues include scalability and the distributedness of
representations
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